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1. Supplementary Video for RGB-T Physical
Attacks

See Supplementary Video “Demo Video.mp4” for the demo
video of our RGB-T physical attacks.

2. Details for Building 3D RGB-T Models

To construct a 3D RGB-T model, we develop a method
for extending a 3D RGB model into an aligned 3D RGB-T
model based on a previous thermal 3D modeling approach
[22]. Initially, we utilized publicly available 3D RGB hu-
man and clothing models [7] as the foundation. Next, we
take a clothing model (Fig. S1) as an example to illustrate
our method.

The challenge in building an aligned 3D RGB-T model
lies in generating an thermal “skin” that aligns with the 3D
mesh model (Fig. S1(c)). To address this, we first un-
fold the faces of the 3D mesh model into a 2D faces map
(Fig. S1(d)) and organize it into different regions, such as
the back and arms, using Maya software. Next, we capture
real thermal images of clothing using an thermal camera
and process them to align with the faces map, producing an
aligned thermal texture map (Fig. S1(f)). This process en-
sures that the real thermal texture is properly aligned with
the 3D mesh model, and the final rendered 3D RGB-T mod-
els are shown in Fig. S1(a) and S1(e).

We observe that cropped thermal images may not per-
fectly align with the faces map. To address this issue,
we utilize Photoshop’s distortion function to fine-tune the
cropped thermal images for better alignment. In some
cases, the captured thermal images may only contain partial
regions corresponding to the faces map. When this occurs,
we capture images from different angles and stitch them to-
gether to create a complete thermal texture map.

*Equal contribution.
†Corresponding authors.

Figure S1. Construction of 3D RGB-T model. (a) 3D RGB model.
(b) RGB texture. (c) 3D mesh. (d) Reorganized faces map. (e) 3D
thermal model. (f) Thermal texture collected from real world.

Using the above approach, we obtain a fully aligned ther-
mal texture image for the 3D RGB-T model. Finally, we
employ PyTorch3D renderer to map both the RGB texture
and thermal texture onto the 3D mesh surface, resulting in
a 3D RGB-T model.

We further observed that the thermal characteristics of
clothing vary with time and location. To simulate these
changing thermal properties, we captured thermal images of
the same clothing at different times (day and night) and in
different locations (indoor and outdoor). Using the method
described above, we constructed 3D thermal clothing mod-
els for various scenarios, as shown in Fig. S2. During both
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Figure S2. Different thermal characteristics of clothes at (a) day
indoors, (b) day outdoors, (c) night indoors, and (d) night out-
doors.

the optimization and testing processes, we randomly switch
the texture maps of the 3D thermal clothing model to simu-
late the thermal characteristics of the clothing under differ-
ent times and locations.

We captured 10 sets of human thermal textures using an
thermal imaging camera FLIR T560, covering various en-
vironments such as indoor and outdoor settings during both
day and night. During the 3D rendering process, visible
light is randomly selected from point light sources, direc-
tional light sources, and ambient light sources. Infrared
light is fixed as an ambient light source to simulate the ther-
mal radiation emitted by the human body in all directions.
We increased the brightness of the ambient light source in
the thermal rendering to make it close to the thermal imag-
ing effect caused by the high temperature of the human
body.

For each sample, we randomly selected the azimuth from
0 to 360 degrees, the elevation from -10 to 20 degrees, and
the distance scale from 1.5 to 3.5 for RGB-T joint rendering.
After rendering, the human figures were randomly placed
within the aligned FLIR background with x ∼ U(−1, 1)
and y ∼ U(−0.2, 0.2), followed by object detection. Con-
sidering that some images in the FLIR dataset contain other
individuals, their detection results need to be excluded.
Therefore, we set an Intersection over Union (IoU) thresh-
old of 0.6 to exclude detection boxes that fall outside the
placement range of our rendered human figures, and then

took the highest detection score as the loss value.

3. Details for Experimental Settings of Digital
Attacks

When conducting spatial discrete-continuous optimization
(SDCO), we set the learning rate to 0.01, the batch size to 2,
and initialized the attack with [r

(V)
i , g

(V)
i , b

(V)
i ] = U(0, 1),

p̃i = U(0.5 − 0.01, 0.5 + 0.01). The number of training
steps was set to 10k steps for the Prob-E, Prob-M, and Prob-
L models, and 20k steps for the YOLOv11 model. We set
the α of the SRD to 0.7 and the pixel size to 10 × 10. The
texture of shirt was divided into 86 × 34 pixels, and the
texture of pants was divided into 70× 48 pixels.

All experiments were performed on RTX3090 GPU with
Ubuntu 22.04, CUDA 11.8 and Pytorch 1.13. A single
experiment requires around 20GB of GPU memory, takes
about 5 hours for every 10k training steps.

After optimization, we rendered the adversarial textures
onto the 3D human models (Fig. S4) and placed them in
the background images of the test set. We then input the
images to RGB-T detectors and evaluate the attack perfor-
mance both in the white-box and black-box setting. We
also compare our method with simple baselines and pre-
vious RGB-T attack methods. The results are shown in Tab.
1 and Tab. 5. Fig. S3 shows a set of visual examples.

The results indicates that our method effectively attacked
RGB-T detectors with different fusion architectures in the
digital world, outperforming simple baselines and previous
RGB-T attack methods.

4. Analysis of the Key Parameter of SRD
We further analyzed the impact of the key parameter of
SRD, mask probability α, on the ASR. The results are
shown in Fig. S5. We observed that highest average ASR
was achieved when α was set to 0.7. Therefore, we set
α = 0.7 in our experiments.

It is worth noting that, α serves as a balancing factor be-
tween the optimization parameters of the visible and ther-
mal modalities. When α is too low, the number of trainable
parameters in the thermal modality significantly exceeds
that in the visible modality, causing the SDCO algorithm
to focus more on optimizing the thermal modality than the
visible modality. Conversely, when α is too high, SDCO
focuses more on optimizing the visible modality. This im-
balance in optimization between the two modalities can ul-
timately degrade the overall attack effectiveness.

5. Effect of Pixel Size
Another hyperparameter that affects the ASR is the pixel
size of the adversarial pattern. We tested the ASRs of ad-
versarial clothing patterns with pixel sizes of 5×5, 10×10,



Figure S3. Comparison of different RGB-T attack methods targeting (a) Prob-E, (b) Prob-M, (c) Prob-L, (d) YOLOv11 across diverse
scenes in the digital world.

Figure S4. 3D RGB-T models for (a) Prob-E, (b) Prob-M, (c) Prob-L, (d) Ensemble Detector, (e) YOLOv11, (f) Deformable DETR, and
(g) Random RGB-T Pattern.

Figure S5. Effect of the parameter α

15×15, and 20×20, targeting RGB-T detectors with differ-
ent fusion architecture. The results are shown in Tab. S1.
We found that adversarial clothing patterns with a pixel size
of 10×10 achieved the best performance among these.

Table S1. Effect of pixel size

Method
ASR (%) ↑

Early Mid Late Combined
RGB T

5×5 99.8 99.6 99.2 86.4 85.6
10×10 100.0 100.0 99.8 98.4 98.2
15×15 100.0 99.8 99.0 94.2 94.6
20×20 99.8 99.8 97.0 87.0 88.4

6. More Examples for RGB-T Physical Attacks

We provide photos of our adversarial RGB-T clothes in Fig.
S7 and additional examples of RGB-T physical attacks in
Fig. S6. The captured scenes include both indoor and out-
door environments, spanning different times of the day, in-
cluding morning, noon, afternoon, and nightfall. Volunteers



Figure S6. Visualization of physical RGB-T attacks targeting (a) Prob-E, (b) Prob-M, (c) Prob-L, (d) YOLOv11, and (e) Ensemble RGB-T
detector at different angles, distances, time, and locations. Facial areas are blurred for privacy reasons.

participated in groups of two, three, or four, wearing our
RGB-T adversarial clothes (Fig. S7(a-f)), random-pattern
RGB-T clothing(Fig. S7(g)), ordinary clothing, or holding
a UAP patch.

The tested RGB-T detectors include both white-box
models, such as an early-fusion detector Prob-E [2], a mid-
fusion detector Prob-M [2], a late-fusion detector Prob-L
[2], and independent RGB-T detectors YOLOv11(RGB)
and YOLOv11(T) [9], as well as unseen black-box models,
including an unseen early-fusion model RPN-E[12], an un-
seen mid-fusion model AR-CNN[18], an unseen late-fusion
model RPN-L[12], and unseen independent RGB-T detec-
tors D-DETR(RGB) and D-DETR(T)[19]. The camera an-
gles cover a full 0-360◦ range, and the capture distances
range from 2 to 15 meters.

Experimental results indicate that our adversarial cloth-
ing successfully evades multiple white-box and black-box
RGB-T detectors across various scenes, angles, and dis-
tances, consistently outperforming the baseline methods.

7. Attack Transferability in the Physical World

We tested the attack transferability of our RGB-T adver-
sarial clothes to unseen RGB-T detectors in the physical
world. The RGB-T detectors involved in the optimiza-
tion process include an early-fusion detector Prob-E [2], a
mid-fusion detector Prob-M [2], a late-fusion detector Prob-
L [2], and independent RGB-T detectors YOLOv11(RGB)
and YOLOv11(T) [9], and an ensemble model of the afore-
mentioned models. In the testing process, the models, in ad-
dition to the ones listed above, also include an unseen early-
fusion model RPN-E[12], an unseen mid-fusion model AR-
CNN[18], an unseen late-fusion model RPN-L[12], and un-
seen independent RGB-T detectors D-DETR(RGB) and D-
DETR(T)[19]. The results of the physical experiments are
shown in Tab. S2. Please note that we calculated the aver-
age ASR of both modalities for independent RGB-T detec-
tors in Tab. S2.

The results indicate that our method can transfer to a
variety of unseen RGB-T detectors in the physical world.
More importantly, our fusion stage ensemble method effec-
tively improves the ASRs against unseen RGB-T detectors
compared to patterns optimized for a single model. This



Figure S7. Physical RGB-T clothes for (a) Prob-E, (b) Prob-M, (c) Prob-L, (d) Ensemble Detector, (e) YOLOv11, (f) Deformable DETR,
and, (g) Random Pattern.

Table S2. Transferability in the physical world. The numbers are ASRs.

Train
Test

Prob-E[2] Prob-M[2] Prob-L[2] YOLOv11[9] RPN-E[12] AR-CNN[18] RPN-L[12] D-DETR[19]

Prob-E[2] 83.6 71.4 21.3 1.9 47.3 51.1 48.1 47.5
Prob-M[2] 57.8 87.8 13.4 3.4 61.4 47.9 58.2 48.1
Prob-L[2] 61.6 77.4 78.4 0.3 75.1 46.2 65.2 41.2

YOLOv11[9] 50.5 55.3 32.3 66.9 39.7 33.9 55.3 27.4
Ensemble 77.6 84.3 78.2 68.8 71.4 55.6 59.0 50.0

Figure S8. Failure cases of defense. Black segments denote adver-
sarial regions identified by defense algorithms.

suggests that we can just use one single clothing to attack
unseen RGB-T detectors with different fusion architectures
in the physical world.

8. Details for Defense Methods

We evaluated the effectiveness of eight typical adversar-
ial defense methods against our attack methods. These
included five traditional defense techniques: Adversar-
ial Training[3], Total Variance Minimization [1], Bit
Squeezing[16], JPEG Compression[4], and Pixel Mask[4],
along with three state-of-the-art methods specifically de-
signed for defending against adversarial attacks on object
detectors: PAD[8], NAPGuard[15], and Jedi[13].

For Adversarial Training, we began by rendering 200
images with adversarial textures and collecting their corre-
sponding labels. These images were then added to the orig-
inal FLIR-aligned dataset for fine-tuning RGB-T detectors.

We fine-tuned the Prob-E, Prob-M, Prob-L, and YOLOv11
models individually for 10 epochs, with a learning rate of
0.001. The fine-tuned model weights were subsequently
used as the target for our attacks. In the case of Pixel Mask
defense, we randomly selected an 80 × 80 region on both
the shirt and trousers textures, simultaneously removing the
thermal materials and visible light adversarial textures from
these areas. For Bit Squeezing, we reduced the bit depth
of both the 8-bit visible light and thermal adversarial tex-
tures to 7-bit. Regarding Total Variance Minimization and
JPEG Compression, we utilized modules from the Adver-
sarial Robustness Toolbox library to compress or blur the
adversarial textures. As for PAD, NAPGuard, and Jedi,
we directly implemented their open-source codes, which at-
tempt to verify and eliminate our adversarial clothing on
simulated humans.

Tab. S3 shows the results. It indicates that although these

Table S3. Evaluation of Defense Methods

Method
ASR drop(%) ↓

Early Mid Late Combined
RGB T

AT[3] 23.4 18.4 21.0 25.4 24.6
TVM[1] 17.0 14.6 9.8 14.6 18.0
BIT[16] 9.8 7.2 8.6 12.4 14.2
JPEG[4] 11.2 10.0 15.4 16.8 19.6
PM[4] 21.0 17.4 24.2 12.0 10.2
PAD [8] 17.2 12.4 21.2 25.0 22.0
NAPGuard [15] 15.4 11.0 22.4 28.6 17.2
Jedi [13] 22.4 19.8 29.8 27.6 28.2



methods had some defense effects, the ASRs of our method
after defense still achieved at least 70%, further indicating
the effectiveness of our attack approach. Note that our 3D
modeling ensures that adversarial clothing can cover larger
areas of human body and have more irregular shapes and
boundaries compared with 2D adversarial patches. There-
fore, even latest methods specialized in defending object de-
tectors cannot precisely locate our adversarial clothing. Fig.
S8 illustrates examples of failure cases of defense when ap-
plying PAD method.

9. Attack Deformable DETR
To evaluate the attack effectiveness of our method against
the transformer-based detector, we attacked a typical detec-
tor, Deformable DETR [19], both in the digital and phys-
ical world. Following the experimental setup described in
Sec. 4.4, we obtained the optimized adversarial clothing,
as shown in Fig. S4(f). We then tested its attack perfor-
mance in the digital world, and the experimental settings
were same as Sec. 4.4. The ASR of the adversarial clothing
was 99.6% in the digital world. In comparison, the ASR of
the random pattern clothing was only 17.8%.

Next, we manufactured adversarial clothes based on the
optimized patterns, as shown in Fig. S7(f), and conducted
physical experiments following the setup described in Sec.
4.9. The physical experiments indicated that our adversar-
ial clothes successfully evaded Deformable DETR in the
physical world, achieving an ASR of 75.4%, while the ASR
of random pattern clothes was only 22.0%. These results,
together with our previous experiments, indicate that our
method is effective against both the CNN-based models
(e.g., YOLOv11) and the transformer-based model, high-
lighting the generality of our approach.

10. Attack E2E-MFD and DAMSDET

Table S4. Evaluation on E2E-MFD and DAMSDET

Method
ASR (%) ↑

E2E-MFD DAMSDET
Clean 0.2 3.6
Random 0.4 9.6
MAP[10] 8.8 17.8
MIC[11] 11.4 14.2
UAP[14] 7.0 12.0
Ours 88.2 94.6

We evaluated our attack method on two recently pub-
lished RGB-T detectors—an early-fusion detector E2E-
MFD [17] and a mid-fusion detector DAMSDET[5]. For
a fair comparison, we employed the clean clothing pattern
(pure color pattern), random RGB-T pattern (without op-
timization), and the adversarial patterns generated by pre-

vious works including MAP[10], UAP[14], and MIC[11].
The results are shown in Tab. S4. Our method achieved an
average ASR of 91.4%, while the ASR for the control group
was below 17.8%. This indicates that our approach can
effectively attack state-of-the-art RGB-T detectors, outper-
forming simple baselines and previous RGB-T attack meth-
ods.

11. Limitation and Future Work

As the first physical attack that effectively targets RGB–T
detectors across all fusion methods, this paper accepts a
modest loss in garment naturalness, consistent with early
work on single-modality [6, 10, 11, 20, 21], to give research
priority on better exposing the vulnerabilities of current
RGB–T object detectors. Future work would further focus
on how to improve the perceptual naturalness of clothing
patterns while remaining effectiveness of attack in multi-
modal real-world detection.

12. Ethics Statement

Adversarial example techniques should be used carefully.
If abused, adversarial attacks may threaten the security of
AI systems. However, adversarial attacks also advance AI
robustness research by exposing system vulnerabilities and
promote the development of more robust and trustworthy
AI models.
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